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Conep:xanue

1. Onucanmne KoMIeTeHIIUMN.
1.1. AKTYyaJIbHOCTH KOMIICTEHIIUH.
«TOII-50 wnaubonee

BOCTPEOOBAHHBIX M TEPCIEKTUBHBIX MPO(ECCHii» B COOTBETCTBHM C JIYUIIMMHU 3apyOEKHBIMHU

Kommerenmus «WudopmannonHas 06e30MacHOCTE»  BXOJUT B

CTaHJapTaMH W TIEPEJOBBIMU TEXHOJIOTHSMH. YTBEPKICHO TpHUKazaMud MHHHCTEpPCTBA
oOpa3oBanus u Hayku Poccuiickoit denepanuu ot 09 mexadbpst 2016 roga Ne 1551, Nel553 B
Busie DeepanbHbIX 00pa30BaTEIbHBIX CTAHIAPTOB CPEIHETO MPO(ECCHOHATEHOTO 00pa30BaHUs
10.02.04 «Ob6ecneuenre nHPOPMAITMOHHON OE30MACHOCTH TEIEKOMMYHHKAIITMOHHBIX CHCTEM,
10.02.05 «Ob6ecneuenne nHGOPMAITMOHHOMN 0€30MMaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM).

Nmes pemaronryio pojib B MOBCEIHEBHOM (YHKIIMOHUPOBAHMM, TEXHUK I10 3alluTe
uH(pOpMallMM HMMEET CHPOC B OpraHU3alUsAX pa3IMYHBIX MaclITaboB KOMMEpPYECKOTO H
rOCyJIapCTBEHHOTO CeKTopa, Takue kak: kommanus D-Link, Kom 6e3omacnoctn, MHboTEKC,
Nudosortu, Madopmzamura u ap. Madopmanms KoHGUISHIMATBHOTO XapakTepa HYXIaeTcs B
K,
ABTOMATU3UPOBAHHBIE CHUCTEMBI, CETh, CETEBOE OOOpYyIOBaHHE, NEpUMETpP OOBEKTa W T.II.

3alIUTe, CIEJOBAaTeIbHO - B 3alllUTe HYXJAIOTCS BCE O3JEMEHTHl  CHUCTEMBI:
TexHuK 1Mo 3amuTe WHPOPMALMU HECET OTBETCTBEHHOCTh 3a HACTPOHKY O0OOpYyIOBaHUS H
IPOTPaMMHOT0 OOecreyeHuss MO 3ammre WHPOpMalMM, HaAEKHOE (YHKIHOHUPOBAHUE
ABTOMATH3UPOBAHHBIX CHCTEM MPEANPUATHS, TOAepKaHNE HHPOPMAITMOHHONW 0E30IacHOCTH.
WNudopmanronnas 6e30macHOCTb TpeOyeT MMPOKHMA CIIEKTpP MO3HAHUN U HABBIKOB B 00JIACTH
UH(POPMALIMOHHBIX TEXHOJOTHH. B CBsI3u ¢ OBICTPBIM pa3BUTHEM A3TOH 00JacTH, TpeOOBAHUS K

TEXHHMKaM T10 3alIuTe HHOOPMALIUU TOCTOSHHO BO3PACTAIOT.

1.2. IIpogeccun, M0 KOTOPHIM YYACTHHKH CMOIYT TPYAOYCTPOUTHLCSH IOCJIE
O0CBOEHHS TAHHOMH KOMIIeTEHI[UH.
Texnuk 1o 3anmrte MHGOPMAIHH.

1.3. Ccbuika Ha 00pa3oBaTe/IbHBIN W/ WK NPOdeCCHOHANIBHBIA CTAHAAPT.
(KOHKpeTHBIEe CTAHAAPTHI)

MIxoaLHAKH CTyaeHTsbI CrnenuajnucThbl

dI'OC CIIO 10.02.04 dI'OC CIIO 10.02.04 [1® «Crienuanuct 1o 3aIuTe
"OGecnieyenne "OGecneyenre MHGOPMALIMOHHOW | MH(OpPMAaLUK B aBTOMaTU3UPOBAHHBIX
MH(OPMaLMOHHON Ge3omacHoCTH crcTeMax»

Ge3omacHoCTH TEJICKOMMYHHKAIIMOHHBIX http://docs.cntd.ru/document/420377328

TEJIEKOMMYHHKAI[MOHHBIX
cucrem"

http://top-50.gapm.ru/

OI'ocC CIIO 10.02.05
"ObecneueHue
MH(OPMaALMOHHON
Oe3omacHoOCTH
ABTOMATHU3MPOBAHHBIX CHCTEM'
http://reestrspo.ru/node/580

cucteM"

http://top-50.gapm.ru/

®I'oOC CIIO 10.02.05
"Ob6ecneyenre HHHOPMAIMOHHOM
0e30MacHOCTU
aBTOMATU3UPOBAHHBIX CUCTEM"
http://reestrspo.ru/node/580

®I'OC BO «MudopmaimonHas
06e30macHOCTh (YPOBEHb
OakanaBpuaTa)»
http:/fgosvo.ru/news/1/2131



http://docs.cntd.ru/document/420377328
http://top-50.gapm.ru/
http://top-50.gapm.ru/
http://reestrspo.ru/node/580
http://reestrspo.ru/node/580
http://fgosvo.ru/news/1/2131

1.4. TpeOoBaHu K KBaTUPUKALMN.

I[IIxonsHUKH CryaeHtsl CrenuaancThl
Honoicen 3namo: Jonoicen 3namo: Jonoicen 3namo:

0COOCHHOCTH " CIOCOOBI 0COOCHHOCTH u CHOCOOBI TuroBble cpeacTBa M METOMBI
OPUMEHEHUS  MPOrPaMMHBIX ¥ | MPUMEHEHHWs  NPOTPAMMHBIX U | 3al[MThl HH()OPMAIUU B JIOKAJIBHBIX

MPOTPaAMMHO-AIIAPATHBIX ~ CPEIICTB
3aIUThl THPOPMALIUH, B TOM YHCIIE,

B OIepanuoOHHBIX CHCTEMax,
KOMIIBIOTEPHBIX ~ CETIX, 6azax
JaHHBIX;

THIIOBBIC MOJENHU  YNPABJICHUS
JNOCTYIIOM, CpEICTB, METONOB H
NPOTOKOJIOB ~ HMACHTU(QHKALMK H
ayTeHTU(DHUKAIIH;

TUIIOBBIE CPCACTBA U METOAbL
BEIACHUS  aylIuTa, CpencTB U
CIOCO0O0B 3auuThl MHGOPMALUH B
JIOKAJIbHBIX BBIYHUCIIUTCIBHBIX CCTAX,
CpelcTB 3aIUTHI or
HECaHKIIMOHUPOBAHHOTO JIOCTYTIa;
OCHOBHBIC IMOHSATHUS Kpunrorpaduu

M TUIOBBIX KpuOTorpaduuecknx
METOZOB W CPEACTB  3aIlUTHI
HHPOPMAITHH.
Jonowcen ymemn:

yCTaHaBIMBaTh,  HACTPaWBaTh,
MPUMEHS T MpOrpaMMHBIE u

MpOrpaMMHO-aIIapaTHbIe CPEICTBA
3amUTHl HHOPMAIIHH;
JIMarHOCTHUPOBATh, yCTpaHsITh
OTKa3Hl, obecreynBaTh
paboTOCOCOOHOCTh U TECTUPOBATH
(YHKIIMM TpOrpaMMHO-anmnapaTHbIX
CPE/CTB 3aIUTH HHPOPMALINY;

TIPOBEPSTH BBITIOJTHEHHE
TpeboBaHMI o 3ammuTe
uH(pOpMaIUU oT
HECAHKIIMOHUPOBAHHOTO  JIOCTYyTIa
npu aTTecTalun 00BEKTOB

uHdopmaTuzanuu Mo TpeOOBaHUIM
Oe3omacHOCTH HHPOPMALINH;

HCTIONB30BAaTh THIIOBBIE
MIPOTpaMMHBIE  KpHITOTrpaduieckue
CpeACTBa, B TOM qrcie

3JIEKTPOHHYIO IOAIINC;
YCTaHABJIMBATL M HACTPauUBaTh

CPElICTBA AHTUBUPYCHOM 3alllUTHl B

COOTBETCTBUU C MPENbABIAEMBIMU

TpeOOBaHUSAMU;

OCYIIECTBIISITH MOHUTOPUHT U
PETUCTPALIIO CBEJICHUIA,
HEOOXO0IUMBIX TS 3AIHTHI
00BEKTOB MH(POPMATH3AINH, B TOM
YHCIe c HCIIOJIb30BaHUEM
NpPOrPaMMHBIX W HPOrPaMMHO-

ammapaTHBIX CPEICTB OOHAPYKCHUS,
MPEAYTNPESKACHA W JTHKBHIALINH
HOCHGI[CTBI/II)'I KOMIIBIOTEPHBIX aTak.
UMETh HpaKTI/I‘IeCKI/Iﬁ OIIBIT B:
YCTaHOBKE u HACTpOMKe

MPOrPaMMHO-AIIAPATHBIX ~ CPEJICTB
3aIUTHl THPOPMAITUH, B TOM YHCIIEC,

B OTIePALIMOHHBIX CHCTEMAX,
KOMIBIOTEPHBIX CETIX, Oazax
JTaHHBIX

THUIIOBBIE MOJICIN YHIPaBJICHUA

IOCTYTIOM, CPEICTB, METOIOB H
MPOTOKOJIOB ~ MACHTU(QUKAIIMA U
ayTeHTU(DHUKAITIIL

TUIIOBBIC CPEACTBA U METOIbI
BCACHUA ayauTa, CpE€ACTB u
CHoco0o0B 3ammThl MHGOPMALMH B
JIOKAJIbHBIX BBIYUCIIUTCIBHBIX CCTAX,
CpEACTB 3aIIATHI oT
HECAHKI[HOHUPOBAHHOTO JIOCTYIIA;
OCHOBHBIE MOHSTHSI KPHITOrpaduu

W TUNOBBIX KpHNTOrpaduieckux
METOZIOB M CPEACTB  3alIUTHI
HHPOpMAIIHH.
Lonocen ymemo:

yCTaHaBIMBaTh,  HAacTPaWBarTh,
MIPUMECHSITh pOrpaMMHBbIE u

MpOrpaMMHO-aIIapaTHbIE CPEACTBA
3aIIUTHl HHPOPMALNH;
JIMarHOCTHPOBATh, YCTpaHsTh
OTKa3bl, obecneynBaTh
paboTOCIOCOOHOCTh M TECTUPOBATH
(GYHKIMH TIpOrpaMMHO-aIIapaTHBIX
CpPEACTB 3alINTH HH(POPMALHH;

TIPOBEPSITH BBITIOJTHEHHE
TpeOoBaHM o 3aIuTe
nHdopmarmu oT
HECaHKIIMOHUPOBAHHOTO  JIOCTYyIa
npu aTTeCTallH 00BEKTOB

nHdopmaruzanuu No TpeOOBaHUSIM
6e3omacHOCTH MH(POPMAITIT;

HCTIOB30BATh THUITOBBIE
MPOTrpaMMHBIE  KpHITOrpaduiIecKue
CpeAcTBa, B TOM qHCIIe

3JIEKTPOHHYIO ITOAIHNCE;
YCTaHABJIUBAaTb M HACTPauBaTh

CpPEICTBAa aHTUBUPYCHOM 3aIlUTHI B

COOTBETCTBUU C IPEABABIAEMBIMU

TpeOOBaHUAMU;

OCYIIECTBIISAITh MOHUTOPUHT M
perucrpanuro CBEJICHUH,
HEOOXOIMMBIX JUIst 3AIHTEI
00BEKTOB MHPOPMATU3AINH, B TOM
qucie c HCIIONIb30BaHUEM
OPOrpaMMHBIX M MPOrPaMMHO-

amImapaTHBIX CPEICTB OOHAPYKCHUS,
MPEAYNPSKACHUS W JTHUKBHIANN
HOCJ’[CIICTBI/II\/’I KOMIIBIOTCPHBIX aTak.
UMETh HpaKTI/I‘{eCKI/Iﬁ OIIBIT B:
YCTaHOBKE u HacCTpOMKe

U TI00aJIbHBIX
ceTsx
BazoBas KOH(UTYparms
CHCTEMBl  3aIlIUTHl  MH(POPMALUH
ABTOMATU3UPOBAHHOM CHCTEMBI
OcobenHocTH TIPUMCHEHHS
IOPOTPaMMHBIX M IPOrPaMMHO-
anmapatHbIX ~ CPEACTB  3allUTHI
nHpOpMAIIN B
ABTOMATU3UPOBAHHBIX CHUCTEMAX
TunoBble cpeAcTBa, METOAbl U
IIPOTOKOJIBI uaeHTUUKAINY,
ayTeHTU(UKAIUN U aBTOPHU3AIUN
HOpMaTI/IBHI)Ie IpaBOBbBIC AKThHI B
oOnacty 3amuTel HHGOpMaUH

BBIYUCJINTCIIbHBIX

OpraHu3anoHHbIE MEpBl MO
3amuTe HHGOpMaLuH
Lonowcen ymemo:

KoupurypupoBaTs  mapameTpsl
CHUCTEMBbl  3alUThl  HH(pOpManuu
AaBTOMAaTH3UPOBAHHOM CHCTEMBI B
COOTBETCTBUH c ee
AKCIUTyaTallHOHHOM
JIOKyMEHTAalLUeH.

O0HapyXuBaTb H  YCTPaHATH
HEHCIPAaBHOCTH CHCTEMBI 3aIIUTHI

nH(OPMAIIMN. aBTOMATHU3UPOBAHHOMN
CHCTEMBI COIJIACHO
9KCIUTyaTallMOHHOM JTOKYMEHTAIINH.
[IpouzBonuth MOHTaX u
IUAarHOCTHKY KOMIIBIOTEPHBIX CETEH.
Hcnons30Bath THITOBBIC
KpHITorpaduiaeckue cpeacTBa
3amUTEl HHQOPMAIIHH, B TOM YHCIIE
CpEeICTBA AIMEKTPOHHON MOATIHCH.
OdopMIISATh TOKYMEHTALUIO 110

perilaMeHTalMy  MEpONpUATUH U
OKa3aHUIO YCIYT B 00JACTH 3aIIUTHI
HHPOPMAITHH.

OdopmisiTs TEXHUYECKYTO

JIOKYMEHTAI[MI0O B COOTBETCTBUU C
HOPMATHBHBIMHU MPABOBBIMU aKTAMH
B 00JTacTH 3aIIUTH HHPOPMAIIHH.

Hcnone30BaTb  HPOrpaMMHbIC
cpencTBa  JUIA  ApXUBHPOBAHHS
HHPOpMAITHH.

Hcnonp30BaTh TpOrpaMMHBIE U
MIPOTpaMMHO-aIIapaTHEIC. CPEACTBA
IUIS YHUYTOXCHHUsT HWHGOpMAIUU |
HocHTeNel nHpopMaIu.

HUcnonb3oBath TUTIOBBIE
Kpunrorpaduyeckue cpencTBa
3amuThl HHQOPMAIH, B TOM YHUCIIE
ANEKTPOHHYIO HOIIHCE.

OnpenensTh  HCTOYHUKH |




IPOrPaMMHBIX
uH(pOpMaIny;

TECTUPOBAHUHU byHKUHH,
JIUAarHOCTHKE, YCTPAaHCHWH OTKAa30B
u BOCCTAaHOBJICHUH
paboTOCTIOCOOHOCTH TPOTPAMMHBIX
U IPOrpaMMHO-aIIapaTHBIX CPEACTB
3aIUTEl HHPOPMAIIHH;

ydere, o0paboTKe, XpaHEHUH M

CpeacTB 3aIIUTHI

nepenave uHpOpMAaLUH, it
KOTOpOM YCTaHOBJIEH pexuM
KOH(HCHIINATLHOCTH.

HPOrPaMMHBIX
nndopmarmy;

TECTUPOBaHUH byHKIHH,
JUATHOCTHKE, YCTPAaHCHHH OTKA30B
u BOCCTaHOBJICHHH
paboTOCIIOCOOHOCTH TPOTPAMMHBIX
U IPOrpaMMHO-aIIaPaTHEIX CPEACTB
3aIIUTH HHPOPMALINH;

ydere, 00pabOTKe, XpaHEHUH H

CpC€acTB 3alInThI

nepenaye uHpOpMaIIHH, JUTSt
KOTOpOM YCTaHOBJIEH pexuM
KOH(HICHIIMAILHOCTH.

TIPHYHHEI
WHLUJICHTOB.
OneHuBath MOCJIEICTBHSA
BBISIBJICHHBIX HHIIH/ICHTOB.
OOHapyXNBaTh HapyIICHU
NpaBHII pa3sTpaHUYEHUS JOCTYTIA.
VYceTpaHATh HapyLICHHS IPaBUIl
pasrpaHUYeHUS OCTyIA.

BO3HHUKHOBCHMS

OCyIIecTBIATh KOHTPOITb
obecrieueHust YPOBHS
3aIIUIECHHOCTH B
ABTOMATU3HUPOBAHHBIX CUCTEMAX.

Hcnonb3oBats
Kpunrorpaduueckue  METoabl U

CpeAcTBa 3alMTHl MHPOPMAIMU B
aBTOMATH3HPOBAaHHBIX CHCTEMaX.
Co3naBath, yAaixiaTh U M3MEHSTH

VUYCTHBIC 3allACH  I0JIB30BAaTENICH
ABTOMATHU3MPOBAHHOM CHCTEMBI.

ILranupoBath HOJIUTHKY
6e30macHoOCTH MPOrPaMMHBIX
KOMITOHCHTOB.

aBTOMAaTH3HPOBAHHBIX CHCTEM
VYcraHaBnuBaTh M HacTpauBaTh

OTIEPAI[MOHHBIE CUCTEMBI, CHCTEMBI
yIpaBJICHUSA 0azaMl  JaHHbBIX,
KOMITbIOTEPHBIE cetH u

IporpaMMHBIE CUCTEMBI C YYCTOM
TpeboBaHuii 1o  obecneueHuro
3aIUTHl HHPOPMAIHH.
PerucrpupoBats COOBITHS,
CBSI3aHHBIC C 3aAIUTOH MH(OPMALIH
B aBTOMaTH3HPOBAHHBIX CHCTEMaX.
AHanu3npoBaThb COOBITHS,
CBSI3aHHBIC C 3AIUTON MH(OPMALUH
B aBTOMaTH3HPOBAHHBIX CHCTEMAX.
Kondurypuposats  mapameTpsl
CHUCTEMBI  3amUTHl  MH(DOpMaLUH
aBTOMATH3HPOBAaHHBIX CHCTEM.
[IpumeHnaTh TEXHUYECKNE
cpeacTBa KOHTPOJIS () (PEKTHBHOCTH
Mep 3alUThl HHYOPMALIUH.

IIpumeHaTh TUIIOBBIE
MIPOrpaMMHBIE CpeacTBa
pe3epBUPOBaHUSl U BOCCTAHOBIICHHS
nHpOpMAIIN B
ABTOMATH3HPOBAHHBIX CHCTEMaX.

IIpumensaTs HNpOrpaMMHBIE
CpencTBa obecriedeHus

0€30I1aCHOCTH JTaHHBIX.

JlokymMeHTHpOBaTh JEUCTBUS 11O
YCTPaHEHUIO  HEUCIPABHOCTEH B
pabore CUCTEMBI 3aIIUTHI
uH(OpMaLK. aBTOMAaTU3UPOBAHHOI
CHCTEMBI

BrraBnenue yrpo3 0e30macHOCTH
nHpOpMAIH B
ABTOMATU3HPOBAHHBIX CHCTEMAaX.

VYcrpaHeHue  HEJOCTaTKOB B
(YHKIIMOHUPOBAHUU CUCTEMBI
3aIUThI nHpOpMAIHU

aBTOMATU3UPOBAHHOW CHCTEMBI.
[TpuMeHsATh MHCTPYMEHTAJIbHbIE




CpeICTBa KOHTPOJIS 3allMIICHHOCTH
nHdopmamu B
aBTOMAaTH3UPOBAHHBIX CHCTEMaXx.
Yerpanars WU3BECTHBIE
YSA3BAMOCTH ~ aBTOMAaTH3HPOBAHHOU
CHCTEMBEI, TIPUBOISIITIE K
BO3HHKHOBEHHIO yrpo3
Oe3o0macHOCTH HHPOPMALINH.
YerpassaTb BBISIBIICHHBIC
YSA3BAMOCTH  aBTOMAaTH3HPOBAHHOU
CHCTEMBEI, TIPUBOISIITNE K
BO3HHKHOBEHHIO yrpo3
0e30MmacHOCTH HH()OPMAITHH.

2.KoHnkypcHoe 3a1anue.
KonkypcHoe 3aganne Mo:keT ObITh n3MeHeHO0 Ha 30% B npeaenax

CYLLIECTBYHOIIMX MOIYJICH.

2.1. Kparkoe onucanue 3a1aHusl.

IIxkonbHMKH: B Xoxe BBINOJHEHHUS KOHKYPCHOTO 3aJaHUs YYaCTHUK BBIINOJHSAET

cleAyIoue JAEeUCTBUS ¢ wucnosib3oBaHueM VPN-cuctem kopropatuBHOoro kiacca (Virtual
Private Network):

Pa3BépTeiBaHMe, HacTpoiika © TpoBepka paborocrocodHoctn  VPN-cetm Ha
CYLIECTBYIOIIEH M BHIYMCIUTEIBHON HHPPACTPYKTYpE.

AJIMUHUCTPUPOBAHME Y3JIOB U MOJIH30BATEIEH.

BrinosiHeHnEe KOMIIpOMETaIMK y3J10B, KIIFOUEH, oab30BaTenei. BoccTtaHoBIeHME CBS3H.

CTy)leHTbI: B XOJ€ BBIIMOJHCHUA KOHKYPCHOI'O 3aJjaHusd YYAaCTHUK BBIIIOJJHIACT

cleAyIouIe JAEUCTBUS ¢ wucrosib3oBaHueM VPN-cuctem kopropatuBHoro kiacca (Virtual
Private Network):

Pa3eépThiBaHMe, HacTpoiika u mpoBepka paborocmocoOHocTH  VPN-cetm  Ha
CYIIECTBYIOIIEH U BEIYUCIUTEIBHON HHPPACTPYKTYPE.

AJIMUHUCTPUPOBAHME Y3JIOB U MOJIH30BATEIEH.

BrinosiHeHnE KOMIIPOMETALIMU Y3JI0B, KJIKOUYEH, T0JIb30BaTeNneil. BoccTaHOBIEHNE CBS3H.
OO6HOBICHUE KITFOYEBOM HH(POpMAITHH.

OpraHu3anuo MeKCeTeBOro B3auMOACICTBUS U TYHHEINPOBAHHUS.

Cl'[eI[I/IaJ'[I/ICTbII B XOJ€ BBIIIOJHCHUA KOHKYPCHOI'O 3aJaHHd YYAaCTHUK BBIIIOJHACT

clefyIoue JAeUCTBUS ¢ wucnosib3oBaHueM VPN-cuctem kopropatuBHoro kiacca (Virtual
Private Network):

Pa3eépThiBaHMe, HacTpoiika u mpoBepka paborocmocoOHocTH  VPN-cetm  Ha
CYIIECTBYIOIIEH U BEIYUCIUTEIBHON HHPPACTPYKTYPE.

AJIMUHUCTPHUPOBAHUE Y3JI0B U M10JIb30BATEIEH.

BrinosiHeHHE KOMIIPOMETALIMU Y3JI0B, KJIIOUEH, oJIb30BaTeNeil. BoccTaHOBIIEHHE CBSI3U.
OOHOBIIEHHE KITIOYEBOI HHPOPMAIIHH.

Opranu3zanuio MeXCeTeBOro B3aUMOACUCTBUS U TYHHETUPOBaHHHUS.

Brenpenue rieHTpann30BaHHBIX MOMUTHK Oe3omacHocT. OOecnedeHne 3amThl pabounx
MECT.




2.2. CTpyKTypa ¥ NOAPOOHOE ONMCAHUE KOHKYPCHOI'O 32/IaHHUS.

HauMmeHoBaHHE U

ONHCAHNE MOTYJISt Jlenn Bpemst PesyibTar
IIxoabHUK Monyns A. [lepBbrit 40 MuHyT Co3nana
PasBepThiBane JICHb 3alMIIEHHas  CEThb
samuiesnoir VPN ViPNet.
CETH.
Monyns b. Pabora ¢ IMepBbrii 40 MuHYT Hactpoeno
y3J1aMHu 1 JICHb coeaunenus ¢ bJI.
MOJIL30BATCIISIMH.
Moayns B. [TepBorit 20 MUHYT [IpousseneHa
Kommpomerarnust JICHb KOMIPOMETALIHA
yara. KIIroueit u
BOCCTAHOBJIEHHE
CETEBOIO
B3aMMOJICHCTBUS
CpeICTBaMM
VKIVIIYC
Monayns I'. I[MepBbrit 20 MUHYT Crenassl
PaboTocrmocoOHOCTD JICHb CKPUHIIOTBI
CETIL. paboTocmocoOHOM
cerd ViPNet
Crynenr Monymns A. | TlepssIi 40 MUHYT Cosnana
PasBepTriBanie JICHb 3alMIIEHHas  CEThb
3aIHAIIICHHOH VPN ViPNet.
CETH.
Monyns b. Pabota ¢ | Ilepssiii 40 MUHYT Hacrtpoeno
y3JIaMH u JICHb coenuHenus ¢ b/
MOJIBL30BATEIISIMH.
Monynb B. | Ilepssiii 40 MuHyT Ipouzsenena
Komnpomeranust TieHb KOMIIpOMETalus
y3na. KJIIOYEH U
BOCCTaHOBJIEHHE
CETEBOI0O
B3aMMOJICHCTBUS
CpeCTBaMU
VKIVIIYC
Mopyns T. [TepBorit 30 MUHYT Crenansl
PaboTocnocoOHOCTh JeHb CKPHMHILIOTHI
CETHL. paboTOCIOCOOHOH
cetu ViPNet
[IpoBepeno
B3aMMOJIENCTBYE
y3JI0B, OTIIPABICHO
COOOILIEHHE [EeIOBOM
MOYTHI B TPOTpaMMe
ViPNet Client

Monitor ¢ y3na
Admin Ha User.




Cnemunamuct | Moayinb A. [TepBorit 40 MUHYT Coznana
PasBeprThiBanne JICHb 3aIMIICHHAS  CETh
3aIUIICHHOM VPN ViPNet.

CeTH.
Monyns b. Pa6ota ¢ | Ilepssiii 40 MuHYyT Hacrpoeno
y31aMu u JICHb coeguHenus ¢ bJI.

MOJIb30BATEIISIMH.
Mopyns B. [TepBorit 40 MUHYT [IpousseneHa
Kommpomerarnust JCHb KOMIpOMETAIHs
y3ra. KITFo4eit u
BOCCTaHOBJICHHE
CETEBOTO
B3aMMOJICHCTBUS
CpeCTBaMU
YKIVIIYC
Monynb I'. | Tlepssri 1 gac Crenansl
PaboTtocnocobHOCTH JCHb CKPUHILIOTBI
CeTIL paboTOCIIOCOOHOH
cetu ViPNet
[IpoBepeno
B3aUMOJICCTBUE
Y3JIOB, OTIPABJICHO
COOOIIIEHUE IeTT0BOM
MOYTHI B TPOTpaMMe
ViPNet Client
Hactpoeno
TYHHETMPOBAHUE
MEXIYy  OTKPBITBIM
Y3JIOM OJTHOM CETHU U
KJIMEHTOM u3
JIPYTO# CeTH.

2.3. locsienoBaTeILHOCTD BBINOJHEHHS 3a]aHUA.
IIKOJIBHUKH:
Monyas A. PazBepTbiBanue 3amuimenHon VPN ceru.

C oMOIIIbI0 TEXHOJIOTUM BUPTYAJIbHBIX MAIIMH JJIs1 BHITIOJIHEHUS 3a/1aHUS CMOJICIIMPOBaHA
KOPIIOpaTHBHAS CETh OpraHn3aluy Ha 2 ¢punnanax u | oduce napTHEpoB.

HeoOxoauMo  caMOCTOSITENIbHO — HACTPOUTH  COCNMHEHUS, MEXIY BHPTYaJbHBIMH
MaIIMHAMH UCTIONIB3YsI CETEBbIC HHTEPEHCHI.
Mopnyas b. PadoTa ¢ y31amMu ¥ 10J1b30BaTeJISIMHU.

[Ipy BBIMOTHEHWH 3a7aHUK HEOOXOJMMO KIIOUEBBIE HACTPOWKH (yCTaHOBKA MapoJieH,
HacTpoiiku coeauHenus ¢ b/, komnpomeranus, CKpuHIIOTH paboTocnocoOHo cetu ViPNet u
aHAJIOTUYHBIC) WIN YKa3aHHBIE MOMEHTHI B 3aJIaHUH MOATBEPKAAaTh CKpUHIIOTaMU. CKPHHIIOTHI
HEOO0XOIMMO COXpaHHUTh Ha pabodeM crose B manke «Moxaynb InfoTeCSy». @opmar Ha3zBaHUS
ckpunmoTtoB: ITCS-1-2-1.jpg (3amanue 1.2, ckpunmor 1). MoxxHO 100aBUTH KOMMEHTapHii
(ITCS-1-2-1-Coordinator).

Mopnyas B. Komnpomeranus ysia.

[lepen HavamoMm BBINOJTHEHHS 3aUKCHPOBATh CKPUHIIOTAMU HMEIOIIYIOCS CTPYKTYPY
cetu u okHO YKI| ¢ BapuaHTamMu MEepCOHAIBHOrO KJII0Ya KOMIIPOMETHUPYEMOTO MOJIb30BaTEIIs.
Craenath CKpMHIIOTHI 3KpaHa «3aIINIIEHHAs CEThY Ha JBYX KOOPIMHATOPAX.

[IpousBecT KOMIIpOMETALMIO KJIIOUYEW W BOCCTAHOBJICHHE CETEBOTO B3aUMOJECHCTBUS
cpencrBamu YKII/I[YC



Mopnyas I'. HammeHoBanne MOy 151 (PerHOHAJIBLHBII KOMIIOHEHT).
Perunonsl pazpabaTbIiBalOT CAMOCTOSATENBHO.

CryneHThI:
Monyas A. PazBepTbiBanue 3amumenHon VPN ceru.

C noMoIIbIO TEXHOJIOTUY BUPTYAJIbHBIX MAIIWH JJIs1 BBIOJIHEHMS 3aJaHUS] CMOJIEIIMPOBAHA
KOpIOpaTUBHAsI CeTh OpraHu3anuu Ha 2 punuanax u 1 oduce napTHepos.

HeobxoquMo — caMOCTOSITEIbHO — HACTPOUTH — COCAMHEHHS, MEXAYy BUPTYaIbHBIMU
MallliHaMH UCTOJIb3Ys CEeTeBble HHTEP(EHCHI.
Mopnyas b. PadoTa ¢ y31amMu M 10J1b30BaTeJISIMHU.

[Ipy BBIMOTHEHWH 3aJaHUN HEOOXOJMMO KITIOUEBBIE HACTPOWKH (yCTaHOBKa MapoJeH,
HacTpoiiku coeauHenus ¢ b/, kommpomeranus, CKpUHIIOTH paboTocnocoOHoi cetn ViPNet u
AQHAJIOTMYHBIE) UM yKa3aHHbIE MOMEHTHI B 33JJaHUH IOATBEPKAaTh CKpUHIIOTaMH. CKPUHIIOTHI
HEOO0XOIMMO COXpaHHUTh Ha pabodem crose B manke «Moxaynb InfoTeCSy». @opmar Ha3zBaHHS
ckpunmotoB: ITCS-1-2-1.jpg (3amanme 1.2, ckpuHmor 1). MoxHO 100aBUTH KOMMEHTapui
(ITCS-1-2-1-Coordinator).

Mopnyas B. Komnpomeranus ysia.

Ilepen HavanoMm BBINOJIHEHUS 3aUKCHUPOBATH CKPUHIIOTAMHU HMEIOLIYIOCS CTPYKTYpPY
cet u okHO YKII ¢ BapuaHTaMu MepCOHAIBHOrO KiK04Ya KOMIPOMETHPYEMOIO MOJIb30BATEIIS.
Crenarb CKpUHIIOTHI SKpaHa «3alUIIEHHAs CETh» Ha ABYX KOOPAMHATOPAX.

[IpousBecT KOMIIpOMETALMIO KJIOUYEW U BOCCTAHOBJICHHE CETEBOTO B3aUMOIECHCTBUS
cpeacrBamu YKII/IIYC

Mopnyas I'. HammeHoBaHMe MOy 151 (PerHOHAJIBLHBII KOMIIOHEHT).
Peruonsl pazpabaThiBalOT CAaMOCTOSATEILHO.

Cnenuanamucrsi:
Monyas A. PazBeprbiBanue 3amumenHon VPN ceru.

C oMOIIIbI0 TEXHOJIOTUM BUPTYAJIbHBIX MAIIMH JJIs BHITIOJIHEHUS 3a/1aHUS CMOJIEIMPOBaHA
KOpITOpaTHBHAs CETh OpraHn3aluy Ha 2 ¢punnanax u 1 oduce napTHEpoB.

HeobxoquMo  caMOCTOSITEIBHO — HACTPOUTH — COCAMHEHHS, MEXAYy BUPTYaIbHBIMU
MallliHaMH UCTOJIb3Ys CEeTeBble HHTEP(EHCHI.
Mopnyas b. PadoTa ¢ y31amMu ¥ 10J1b30BaTeJISIMHU.

[Ipu BBIMOMHEHMM 3alaHUl HEOOXOIMMO KIIOUEBBIE HACTPOMKHM (YCTaHOBKA IapoJieH,
HacTpoiiku coenunenus ¢ b/, kommpomeranusi, CKpUHIIOTH paboTocnocoOHoM cetn ViPNet u
aHaJIOTUYHBIC) WIN YKa3aHHbIE MOMEHTHI B 3a/IaHUH MOATBEPXKAATh CKPUHIIOTaMU. CKPUHILIOTHI
HEOO0XOIMMO COXpaHHUTh Ha pabodeM crosie B manke «Moaynb InfoTeCS». @opmar HazBaHUS
ckpunmoToB: ITCS-1-2-1.jpg (3amanue 1.2, ckpuHmOT 1). MOXHO M00aBUTH KOMMEHTapHil
(ITCS-1-2-1-Coordinator).

Moayas B. Komnpomeranus y3ia.

[lepen HauanoM BBIMONMHEHUS 3a(PUKCUPOBATH CKPUHIIOTAMU HUMEIOUIYIOCS CTPYKTYpPY
cetu u okHO YKII ¢ BapmaHTamu MEpCOHANIBHOTO KJ04a KOMIPOMETUPYEMOTO MOJIb30BATENS.
Crenatb CKpUHIIOTHI SKpaHa «3alUIIEeHHas CETh» Ha JABYX KOOPAUHATOPAX.

[Ipou3BecT KOMIIPOMETALMIO KIKOYEHM M BOCCTAHOBJIEHUE CETEBOIO B3aMMOJIECHCTBHS
cpenctBamu YKI/ITYC

Monayas I'. HammenoBanue MoayJisi (PernoHaIbHbIA KOMIIOHEHT).
Peruonsl pazpabaThIBalOT CAaMOCTOSATEIBHO.

2.4. 30% u3MeHeHHe KOHKYPCHOIO 3aaHuS.



['maBHBIN SKCIIEPT B IPpaBE H3MEHUTH MTApaAMETPhl HACTPOHKU BUPTYaTbHBIX MAIIUH TSI
paboTHI C CEThIO, a TAK)KE U3MEHUTH CXeMy KoHpurypupoBanus VipNet.

2.5. KpuTepun ouleHKHU BbINIOJIHEHN I 32/IaHUSA

MIxoaLHUKH:

=

Onucanue Kpurepus banbt

Mopayas A. PazseptoiBanne 3amumenHoi VPN cetn

[IpaBUIBEHO HACTPOCHBI CETEBBIEC HHTEPEHCHI

Ycranosnen u pabotocnocoden cepsep VIPNet [IYC

VYcranosnen u paborocrnocoden kinueHt VIPNet [[YC

YcranosneH u pabotocrnocoben kueHT VIPNet YKI]

YcraHoBIeH 1 HacTpoeH koopauHaTop Windows

VYcranosnen u HactpoeH KoopaunaTop dunmana

VYcraHoBIeH U pab0oTOCIIOCOOCH KJIIMEHT B CeTH (huiraa

Sl IR Rl Pl Bl B B
|| u|n|ulu|ln| v

Co31aH OTUET O CETH

Mopayas b. Padora ¢ y371aMmu ¥ m0J1b30BaTe/IAMH

9. | Co3maHbl M1 HACTPOCHBI TTOJIH30BATEH U Y3JIbI (AIMUH)

10.| Co3naHbl 1 HACTPOEHBI MOJIb30BaTeNH U y31bl (Koopaunarop)

11.| HactpoeHo B3auMOIeiCTBUE MEKTy TTOJIb30BATEISIMU B CETH 5

Mopayas B. Komnpomeranus y3ia

12.| CkoMIpoMeTHPOBaHbI KIIOUH MOIb30BATENS 5

13.| CxoMmpoMeTHpOBaHHBIN MOJIB30BATENH PAOOTOCIIOCOOEH 5

Mogayas I'. HaumeHoBaHue MoayJisi (PerHOHAIbHBII KOMIIOHEHT)

14. PeauoHbl pazpabamelearom camocmoamenbHo 35

Bcero 100

CryneHrsl:

=

Onucanue Kputepus barnbt

Monayasb A. PazBepThiBanue 3amuniennoi VPN cetn

[IpaBUIBHO HACTPOCHBI CETEBbIE HHTEP(]EHCHI

YcranosneH u paborocnocoden cepsep VIPNet IIYC

Ycranosnen u paborocnocodeH kinueHT VIPNet [IYC

VYcranosnen u padorocnocoden kaueHT VIPNet YKI

YcraHnoBieH u HacTpoeH koopauHaTop Windows

YcranosneH u HacTpoeH KoopauHaTtop dunmmana

YcranoBieH 1 paboTOCIIOCOOEH KIMEHT B CETH (riraa

(O ARV, RV, RV, ARV, RV, N RV, R RV,

Co31aH OTYET O CETH

A R Rl F ol el Ed o

Mopnyas b. Padota ¢ y31amu ¥ moJib30BaTeIsIMH

,_
o

Co3zaHbl ¥ HACTPOEHBI M0JIB30BATEIH U y3I1bl (AIMHH)

W

—
—

Co3maHbl U HACTPOEHBI MOJIb30BaTesH U y31bl (Kooprunarop)

,_
N

HactpoeHno B3aumoieiicTBUE MEXTy MOJIb30BATEISIMU B CETH 5

Monayas B. Komnpomeranus y3ia




13.| CkoMIpoMeTHPOBaHbI KJIFOUH TOJIb30BATENSA 5
14.| CkoMmpoMeTHPOBaHHBIN MOJIb30BATENH PAOOTOCIIOCOOEH 5
Mopnyas I'. HammeHoBaHne MOy 151 (PerHOHAJIBLHBII KOMIIOHEHT) 35
15. PeauoHbl pazpabamsieaom camocmosmesbHo
Bcero 100
Cnenuaamucrsi:
Ne | Onucanue kpurepus Bamner
1. | Moayas A. PazeepTbiBanue 3amumieHnoi VPN cetn
2. | IlpaBuibHO HACTPOEHBI CeTeBbIe MHTEP(DEHCHI 5
3. | Ycranosnen u pabotocrnocoben cepsep VIPNet [[YVC 5
4. | YcranosineH u paborocnocoden ket VIPNet LIYC 5
5. | YcranosneH u paborocnocoben knueHT VIPNet YKI] 5
6. | Ycra"oBneH u HacTpoeH koopauHaTop Windows 5
7. | YcranosieH u HactpoeH Koopaunarop gunmana 5
8. | YcranoBneH u paboTOCIIOCOOCH KIIMEHT B CETH (prInaia 5
9. | Co3nan oT4er o cetu 5
10. | Moayas b. Pabora ¢ y31amMu 1 110/1b30BaTeIsIMU
11. | Co3naHbl M HACTPOEHBI MOJIL30BATENH U y3JIbl (AMHH)
12. | Co3nansl 1 HaCTpOEHBI OJB30BaTeNu U y3ibl (Koopannatop)
13. | HacTpoeHo B3auMOAEHCTBUE MEXKIY MTOJIB30BATEISMU B CETU 2
14. | Moayas B. Komnpomeranus y3ia
15. | CkoMIIpOMETHPOBAHBI KITKOYHU MTOJIH30BATENS 5
16. | CkoMIIpOMETHUPOBAHHBIN ITOJIB30BATENb PAOOTOCTIOCOOCH 2
17. | Hactpoen TokeH asig Bxoaa Ha y3ei 4
18. | TIpoBepka nmpoxoauT a0 Bcex y3noB cetu Llent. Oduc 4
19. | IIpoBepka mpoxoauT 40 Bcex y310B cetu Dunnana 4
20. | OTnpaBka TEKCTOBBIX COOOIIEHUH 2
21. | OrnpaBka J1e10BOM HOYTHI 2
22. | ChenaHbl CKPUHIIOTHI 2
23. Moayas I'. HaumeHoBanue Moay sl (PeruiOHAJIbHBIH KOMIIOHEHT) 26
24. PeauoHbl pazpabamsieatom camocmosmesbHo
Bcero 100




3. IlepeyeHb HCHOJIB3YeMOr0 00OPYAOBAHMS, HHCTPYMEHTOB M PACXOAHBIX
MaTepHAaJIOB.

3.1. HIkoN1bHUKHU, CTYI€HTHI, CTIEIUATUCTHI

OBOPYJIOBAHHME HA 1-'0 YYACTHUKA

Oo6opynoBanue, HHCTpyMeHTsI, [10, Mebeib

Coordinator

®oto
He00X0MMOro E
Ne HaumenoBan | oGopynoBanmsi, | Tex. XapaKTepHCTHRH 000opy/0BaHMsI, HHCTPYMEHTOB H CCHLIKA Ha IBMef)‘eHP[ Kou-Bo
ue cpeacraa CaMT NMPOU3BOAUTEJIA, NIOCTABIIUKA
HHAUBUAYAJIbH i
0ii 3aILMTBI
1 | Cron 1400x700 mm, https://meb-biz.ru .
2 | Cryn % Oducusiit, https://beautyoffice.ru/kb-8-kreslo-burokrat HlT.
3 | APM Intel Core i5 unu 6picTpee, 16GB RAM u 6onee, S00GB M.
! HDD u 601ee,0C WINDOWS 8.1, Monutop 21 aioiima u
OoJiee, MbIIIb, KJIABHATYPA, TOCTYI K TOUYKE JOCTYIa
yJacTHHKA depe3 wi-fi KapTy KOMITbIOTEpa HITH CETCBOM
Kabeb,
https://www.nix.ru/autocatalog/hp/hp computers/HP-
ProDesk-600-G3-Microtower-1KB31EA-ACB-i15-7500-4-
500-DVD-RW-Win10Pro 323282.html
4 He menee 500 VA, https://www.dns- .
— shop.ru/product/9d493cda46bd3330/ibp-dexp-cee-
650va/?7p=1&i=7
5 | Yumnnrens ./ % | 220B, 2 meTpa, 6 pO3eTOK, M.
SVLE, https://wwwcitilink.ru/catalog/computers_and notebooks/p
’ ’ owersafe/powerfilters
6 | Windows 10 Ycranosnennas i pabotel B VMware Workstation M.
7 | VMware VMware Workstation Ir.
Workstation
8 | ViPNet YcTaHoBUIMK HIr.
Administrat
or
9 | ViPNet O6pa3 OVA . 3



http://www.nix.ru/autocatalog/hp/hp_computers/HP-
http://www.citilink.ru/catalog/computers_and_notebooks/p

10 | ViPNet V CTaHOBIIUK Hr. 1
Policy "11'
Manager pum—
PACXOJIHBIE MATEPUAJIBI HA 1 YYACTHHUKA
Pacxonnbie MaTepuansl
En.
Ne | HammeHOBaHMe TexHuueckue XxapakTepUCTUKU u3mepeH | Komn-Bo
ns
1 [TapukoBas Ilr. 1
py'ka
2 Jluct Oymaru It 1

PACXO/JHBIE MATEPUAJIbL, ObOPYJTOBAHUE U HHCTPYMEHTBI, KOTOPBIE YYHACTHHUKHU
JOJZKHBI UMETH ITPU CEBE (npu Heo0X01MMOCTH)

PACXOJHBIE MATEPUAJIBI 1 OBOPYJIOBAHUE, 3AITPEHHIEHHBIE HA TIJIOIIA IK

E

MoO6OuabHBIE
yCTpoiicTBa

COBOM YYACTHHUK (npu Heo6X0quMoCTH)

JAOINNOJHUTEJBHOE OBOPYIOBAHUE, UTHCTPYMEHTBI KOTOPOE MOXKET IIPUBECTHU C

Doto
He00X0UMOro
HaumenoBan o0opynosanus, Tex. XxapaKTepHCTUKH 000PY/I0BAHUS H CCHLIKA HA CAliT Exn.
Ne cpeAcTBa H3MepeHH Kox-Bo
ue NMpou3BOAMTE/IS, IOCTABUHIUKA
MHAUBUAYAJILH 1
O 3a1MUTBI
1 | Opranaiize : http://com-v.ru/tiflomarket/braille-sense-u2-qwerty/ . 1
p bpaiina | 4 oo
Braille /’
Sense U2
2 | Cnenmanus https://www.smartaids.ru/catalog/sighting_loss/kompyutern 1 1
HPOBAHHOE aya-tekhnika-i-po-dlya-slabovidyashchikh-i-
O mns slepykh/programmnoe-obespechenie/
CI1aboBU IS
X
OBOPYJOBAHME HA 1-I'0O OKCIIEPTA (npu He00X0AUMOCTH)
O6opynoBanwue, MeOEITb
®oto
He00X0IMMOro
o0opynoBaHus, . En.
HaumeHnoBan TexHnueckue XapaKTePUCTUKHU U CCBIJIKA HA CAUT MPOU3BOAUTEJIA,
Ne cpeacTBa HU3MepeHn Koxa-Bo
ue MMoCTaBIIUKA
HHAMBHUAYAJIbH A
O 3a1MUTHI
1 | Cryn Odmuchsiit, https://beautyoffice.ru/kb-8-kreslo-burokrat IT. 1/5
2 | Crox 1400x700 mm, https://meb-biz.ru Ir. 1/5
3 | APM Intel Core i5 unu 6eicTpee, 8GB RAM u Gonee, 500GB . 1/5

HDD u 601ee,0C WINDOWS 8.1, Monutop 21 aioiima u
OoJiee, MbIIlb, KJIABHATYPA, TOCTYI K TOUYKE JOCTYIa
yJacTHHKA depe3 wi-fi kKapTy KOMITbIOTEpa HITH CETCBOM
Ka0eb,

https://www.nix.ru/autocatalog/hp/hp computers/HP-
ProDesk-600-G3-Microtower-1 KB31EA-ACB-i5-7500-4-



http://com-v.ru/tiflomarket/braille-sense-u2-qwerty/
http://www.smartaids.ru/catalog/sighting_loss/kompyutern
http://www.nix.ru/autocatalog/hp/hp_computers/HP-

500-DVD-RW-Win10Pro 323282.html
4 | IIpuntep qEE————— Jlazepuoe My HP LaserJet Pro MFP M132nw, . 1/5
= | https://www.ulmart.ru
1
PACXOJHBIE MATEPUAJIBI HA 1 Jxcnepta (mpu Heo0X0AUMOCTH)
Pacxonnbie MmaTepuanbl
En.
HaunmeHos
No M TexHuueckue XxapakTepUCTUKU m3mepeH | Kon-Bo
us
1 | Bymara Bymara oducHas ITu. 1/5
2 | Pyuka . 1/5
LIapUKOBast

OBIIAA UTHOPACTPYKTYPA KOHKYPCHOM IIVIOIIA IKH (npu Heo0X0AUMOCTH)

JlonomauTENBEHOE 000PYIOBAaHUE, CPENCTBA HHANBUAYATHHOM 3aIIUThHI

doto
He00X0MMOro
oBopynoBanus Tex. XapaKTepUCTHKHU JONOJTHUTEIbHOT0 000Py10BAHHS U CPEACTB Ex
HaumenoBan ’ HHJIUBHUAYAJbHOH 3a1IUTBI U CCbLIKA HA CAWT NPOU3BOAUTEIS, ‘
Ne cpeacTBa H3MepeHHn Kou-Bo
ue MOCTAaBIIIUKA
MHANBUAYAJbH 1
O¥i 3a1MUTHI
1 | Ornerymm OrHeTymuTeNnb YIIIEKUCIOTHBIN, http://www.magazin0O1.ru . 2
TEJb
KOMHATA YYACTHUKOB (npu Heo0xonmMocTH)
O6opynoBanue, MebeIb, pacXOIHBIC MaTEPHAIHI (TIPH HEOOXOIUMOCTH)
1 Cron
2 Bemanka Bemano - cToiika st 01eX1bl . 1

JOIIOJIHUTEJIBHBIE TPEBOBAHMUSA K IIVIOINA IKE/KOMMEHTAPUN

KosndecTBO TOUEK DIIEKTPONUTAHUS H UX XapaKTEPUCTHKH, KOJIMYECTBO TOUCK HHTEPHETA M TPEOOBAHMUS K HEMY,
KOJIMIECTBO TOUCK BOJBI U TPpeOOBaHMS (TOpsTdasi, XOJI0IHAasT)

No | Haumenos
aHue

Tex. XxapakTepucTUKU

1 220B

. 16

4. MuHuMajibHble TPe0OOBAHMSI K OCHAIEHUIO PadOYMX MeECT € Yy4eToM
OCHOBHBIX HO30JI0THIii.

Ilnomanp,
M.KB.

HIupuHa npoxoaa Me:KIy padounmMu
MeCcTaMH, M.

CrnenuanuzupoBaHHoe
odopyaoBaHue,
KOJINY€eCTBO.*

https://www.obrazov.org/

PaGouee mecTo He MeHee 2.5 (KonuuectBo
YYACTHHKA C <B. M ’ He MeHee | M 000Opy/IOBaHUSI  3aBHCUT
HapymeHueMm cayxa oT KOJINYECTBA
YYaCTHHUKOB)
https://www.obrazov.org/
(KommuectBo
izgg:szr:ccm 000pyIOBaHUS  3aBUCUT
S— 6onee 3 m He MeHee | M oT KOJIMYECTBA
3peHus YYaCTHHUKOB)
Opranaiizep Bpaiins,

CIICHUAIIM3UPOBAHHOC



http://www.ulmart.ru/
http://www.magazin01.ru/
http://www.obrazov.org/
http://www.obrazov.org/
http://www.obrazov.org/
http://www.obrazov.org/

pOrpaMMHOE

obecrieueHue TSI
CITa0OBUIAIINX
PaGouee mecto | Goee 3 M | Pasmepsr 30HBI paboyero Mmecta Ha | https://www.obrazov.org/
yJacTHUKA ¢ | Cronbl C | ogHOoro pebeHka mHBanuAa Ha kpecie- | (KommuectBo
napymenuem OJA | perymupoBkoit | komsicke cocTaBisioT He Menee 1,8x0,9 | 060pyIOBaHMS — 3aBHCHT
o BeIcOTE. | M. [Ipoxon mexay pabounMu cTOJaMH | OT KOJINYEeCTBA
MuHuManbHBIN | 1711 CBOOOHOTO MPOE3/1a U MOAbe3/1a K | YYaCTHUKOB)
pasmMep  30HBI | CTONy JOKeH ObITh He Mmenee 0,9 M,
Ha OJIHO MECTO | T.e. pa3Mepbl pabodeld 30HBI BMECTE C
c ydyeroMm | mpoxogom - 1,8x1,8 wm. Illupuna
noabe31a U | IpOXoJa MEXAY psAdaMH CTOJIOB JUIs
pasBopoTa yUYalluxcs,  TMEpelBUTAIOIUXCA B
KOJIICKH PaBEH | KpecliaX KOJSICKaX M Ha Omopax - He
1,8x1,8 M. Menee 0,9 M OT CHOUHKHM CTyna [0
CIIEAYIOUIET0 CTOJNa, a y Mecra
ydalierocsi Ha Kpecje KOJSICKE BIOJb
npoxoja He MeHee 1,4 M
PaGouee MecTo | He MeHee 2,5 | He MeHee 1 M https://www.istok-
y4YacTHHKA €| KB. M reatech.ru/catalog/
COMATHYECKUMH
3a00/1eBaHUSIMH
PaGouee MeCTo | He MeHee 2,5 | peKOMEeHIyeTrcs npeaycmarpuBath | https://inva24.ru/
y4yacTHHMKa ¢ | kB. M MMOJTy3aMKHYTBIC paboune MecTa-
MEHTAILHBIMH KaOuHbl (C OOKOBBIMH OOpTHKAMU U
HapylIeHIsIMH SKpaHaMH y  CTOJNA,  BBICOKHMH
CIMHKAMH CHJICHUH, C OOpTHKaMH

OTPKICHUSAMU MO OOKaM W C3aau |
T.I1.), 9YTO CO3AACT ISl ATUX yYaIIUXCs

Oonee CTIIOKOIMHYIO 00CTaHOBKY,
HIOMOTaeT peryJaupoBaTh
TMCUXOJIOTHYCCKYIO JUCTAaHIIUIO C
OKPY>KaIOIIMH.

*yKa3bIBAECTCS CChUIKA

Ha CalT C TeX. XapaKTCPpUCTUKAMU, m00 HAaMMEHOBAHUE U TEX.

XAPAKTCPUCTUKU CIICHTUATITU3UPOBAHHOT'O O60py;[0BaHI/DI.



http://www.obrazov.org/
http://www.obrazov.org/

5. Cxema 3aCcTpPOMKY COPEBHOBATEIbLHOM IUIOIIATKH.

3acTpoiika ocymecTB/IsIeTCS HA TPYNILY Y4aCTHUKOB
- Ha 5 padouunx MecT (IKOJbHUKH)

- Ha 5 paboumnx MecT (CTyAeHTHI)

- Ha 5 padounx MecT (CrenuaJIucThbi)

151 Bcex kaTeropui

MnaH 3acTPOAKH NIOWESKH N0 KOMNETEHLIMK
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6. TpeGoBaHus1 OXpaHbI TPY/Aa U TEXHUKHU 0€30M1ACHOCTH

Texuuxa 6ezonacrocmu. Obwue mpebosanus 6e30nacHOCmU.

Hacrosimass mHCTpYKIMST pacnpoCTpaHsAETCs Ha JOMYIIEHHBIX Ha IUIOIMIAJIKY COPEBHOBAaHUM
JUI, SKCIUTYyaTUPYIOIIMX CPEJICTBAa BBIYUCIUTEILHON TEXHUKH W CETeBOE OOOpyIOBaHUE.
HNHCcTpyKIHs cOmepKUT 00IIre YKa3aHusl 10 0€30MacHOMY MTPUMEHEHHUIO AJIEKTPOOOOPYT0BAHHMS
IUTOMIAJIKK COpPeBHOBaHUU. TpeOoBaHMS HACTOSINEH WHCTPYKIUU SIBISIOTCS OOS3aTeNbHBIMH,
OTCTYIUICHHUS OT HEE He JOMyCKaTcs. K caMoCTOsITeNsHOM IKCIITyaTalluy SIeKTpoannapaTyphl
JIOTTyCKAEeTCsl TOJIBKO JIMLa He MoJioxe 18 ser.

Tpebosarnus bezonacrocmu neped Hayaiom pabomaoi.

[lepen HawamoMm paboOTHI cleAyeT yOeaWThCS B HUCHPABHOCTH  DJICKTPOIPOBOJIKH,
BBIKJTFOYATEJICH, IITENCEIbHBIX PO3ETOK, MPH MOMOIIM KOTOPBIX 000pYyJIOBaHUE BKJIIOYACTCS B
CEeTh, HATMYHH 3a3€MJICHUSI KOMIIBIOTEPA, €ro pab0TOCTIOCOOHOCTH.

Tpebosanus bezonacrocmu 60 8pems pabomeol.

JUist CHUKEHMS WA IPEJOTBPALCHUS BIMSHUS ONACHBIX U BPEAHBIX (PaKTOPOB HEOOXOAUMO
cobmonate CaHUTapHBIC TIPAaBUIIA U HOPMBI, THTHEHUYECKHE TPEOOBAaHUS K BHI€O-AUCIIIICHHBIM
TEepMHHAJIaM, IIEPCOHATBHBIM 3JIEKTPOHHO-BBIYMCIUTEIFHBIM MAIIMHAM M OpTaHU3aluy paboTHL.
Bo m3bexanue MOBpEXICHHUS H30JSALIUN MPOBOAOB M BO3HHUKHOBCHHS KOPOTKHX 3aMBIKAHUH
HE paspemaercs: BeIlaTh 4TO-TH00 Ha MPOBOJA, 3aKpAIlMBaTh M OCIHUTH HIHYpPHl M IPOBOJA,
3aK/IaIBIBaTh MPOBOJA W IIHYPHl 3a Ta30Bble M BOJONPOBOJHBIE TPYOBI, 3a OaTapen
OTOIUTEIBHOW CHCTEMBbI, BBIACPTUBATH INTEICENbHYIO BUIIKY W3 PO3CTKH 3a IIHYp, yCHIIHE
JOJKHO OBITH MPHUIIOKEHO K KOPITYCY BUJIKH.

JInst MICKITIOYEHUSI TIOPKEHHsI 3JICKTPHYECKHM TOKOM 3alpEIaeTcs: 4acTO BKIOYATh H
BBIKJIIOYATh KOMITbIOTEp 0€3 HEOOXOJMMOCTH, MPHUKACcAThCS K 3KpaHy M K THUIBHOM CTOpOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh Ha CPEACTBAX BBIUMCIUTEIBHOW TEXHUKH U CETEBOM
000pyIOBaHUM MOKPBIMH pPyKaMH, a TaK)K€ UMETh Ha pabodyeM MecTe Tapy C BOJIOW MU JPyToi
KHUJIKOCTbIO, padoTaTh Ha CpEACTBaX BBIYUCIUTENBHOW TEXHUKM M NepH(epruitHOM
000pyI0BaHNH, UMEIOLTNX HAPYIICHHS LIEJTOCTHOCTH KOPITyCa, HapyIIEHUs H30JISIHMU TPOBOJIOB,
HEHCIIPABHYIO0 MHMKAIMIO BKJIIOYEHUS MUTAHMA, C MPU3HAKAMH AJIEKTPUYECKOTO HANPSKEHHS
Ha KOpITyce, KJIacTh Ha CPEACTBA BBIYMCIUTEIBLHON TEXHWKH W NepudepuitHOM 000pyIOBaHUU
HOCTOPOHHUE MTPEIMETHI.

3anperaercs 1Mo/ HanpsHKEHUEM OYHIIATh OT MBUIH M 3arPSA3HEHNUS SJIEKTPO0OOPYyI0BAHHE.

3anpemnaercs MpoBepsATh PAOOTOCTIOCOOHOCTh AIMEKTPOOOOPYAOBAHUS B HEMPUCTIOCOOTICHHBIX
JUISL OKCIUTyaTallid TOMEUICHUSX C TOKONMPOBOASIIMMHU IOJAaMH, CBIPHIX, HE ITO3BOJISIOIINX
3a3eMJIUThH JOCTYITHbIE METAIUTNYECKUE YaCTH.

HenomyctiMo mox HanpspKeHHEM MPOBOIUTH PEMOHT CPEACTB BBIYHMCIUTEIBHON TEXHUKH H
nepudepuitHOTO 000PYIOBAHUS.

PeMoHT aiexTpoammapaTypsl MPOU3BOAMTCS TOJBKO CHEIMAIMCTAMH TEXHUKAMH C
co0III0/IeHEM HEOOXOIMMBIX TEXHUYECKUX TPEOOBaHUH.

Bo uzbexxanue mopakeHHs >JIEKTPUYECKUM TOKOM, IPH TOJBb30BaHUH DJIEKTPONPUOOpaMHU
HENlb3sl KacaThCsl OJHOBPEMEHHO KakuxX-mubo TpyOompoBomoB, OaTapeil  oToIuieHus,
METaUIMYECKUX KOHCTPYKLIMH, COEAMHEHHBIX C 3€MIICH.

[Ipy mnoNb30BaHUM BJEKTPOIHEPTHE B CHIPBIX IOMEUICHUSAX COOJMI0JaTh  OCO0YIO
OCTOPOXKHOCTb.

Tpebosanus b6e3onachocmu o OKOHYAHUYU PAOOMbL.




[Tocne okoHuaHust pabOTHI HEOOXOIUMO 0OECTOUHUTH BCE CPEICTBA BHIYMCIUTEIHHON TEXHUKH
U cereBoe oOopymoBaHue. B ciiydae HEOOXOJUMOCTH OCTAaBUTH BKIIFOUEHHBIMH TOJIHKO
o0opyaoBaHue, YKa3aHHOE IKCIIEPTAMHU.
Tpebosanus 6e30nacHOCmU 8 ABAPULIHBIX CUIMYAYUSLX.

[Ipu oOHapyXeHHH HEHCIPAaBHOCTH HEMEMJICHHO OOECTOUUTh 3IIEKTPOOOOpYIOBaHUE,
OMOBECTUTh AKCHepToB. IIpomomkeHne pabOTBI BO3MOXKHO TOJBKO IIOCHE YCTPaHCHHS
HEHUCIPABHOCTH.

[Ipu obHapyx’eHun 0OOpBaBIIETOCs MPOBOJA HEOOXOAMMO HEMEUIEHHO COOOIIUTH 00 3TOM
JKCHepTaM, HPUHATh MEpbl M0 MCKIIOYEHHMIO KOHTAakTa ¢ HuUM Jrofeil. IlpuxkocHoBeHme k
IPOBOJY OMACHO IS )KU3HH.

Bo Bcex cimyuasx mopaxxeHHMs 4elIOBEKa 3JIEKTPUYECKUM TOKOM HEMEIJIEHHO BbI3BIBAIOT
Bpaya.

Jlo mpuOBITUS Bpaya HY)XHO, HE Tepsis BPEMEHU, MPUCTYIUTh K OKAa3aHUIO MEPBOM MOMOIIH
HIOCTpaJIaBILEMY.

Heo6xonuMo HeMeqIeHHO HayaThb MPOM3BOMUTH HCKYCCTBEHHOE [bIXaHWE, Hauboiee
3 PEKTUBHBIM U3 KOTOPBIX SIBIISICTCSI METOA «POT B POT» WM «POT B HOC», a TAKIKE HAPYKHBIH
Maccaxx cepaua.

HckyccTBeHHOE JbIXaHUE MOPAKEHHOMY 3JICKTPUYECKUM TOKOM IPOU3BOJAUTCS BIUIOTH JI0
npuOBITHS Bpaya.

Ha paGouem MecTe 3anpeniaercss UMeTh OTHEOIIaCHBIE BEIIECTBA.

B nomemenusx 3anperaercs:

a) pa3KUrarb OroHb;

0) BKJIIOYATh JIEKTPOOOOPYIOBAHKE, €CIIM B TOMELICHUHU ITAXHET Ta30M;

B) KYPHUTh;

T') CYIIMTh YTO-JINO0 HA OTOMHUTEIBHBIX MPUOOpax;

1) 3aKpbIBaTh BEHTHJIALIMOHHBIE OTBEPCTHSI B 2JIEKTPOAIIIapaType.

VcTouHnKaMu BOCIUIAMEHEHMUS] SIBIISTFOTCSL:

a) MCKpa IpH pa3pse CTAaTHYECKOT0 AEKTPHUUECTBA;

0) UCKPBI OT IEKTPOOOOPYIOBAHNS;

B) HCKpBI OT yJ1apa U TPEHMUS;

') OTKPBITOE IJIamsl.

[Ipu BO3HUKHOBEHUH TOKAPOOTIACHOM CUTYaITUH MIIH T0Kapa MepCcoHall T0JKEH HEMEIJICHHO
IOPUHATH HEOOXOJUMBIC MEpHl JJISi €ro JUKBUJAIMU, OJHOBPEMEHHO OIOBECTHTH O IOXKape

aIMUHHUCTPALUIO.
[TomemieHust ¢ AMEKTPOOOOPYTOBAHUEM JIOJKHBI OBITH OCHAIICHBI OTHETYIIIUTEIISIMHU.
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